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Obse rvati on 

I 


Recommendation: 
1. 	 The web application may be hosted at production URL http:/ / rrrlf.gov. in, with Read & Script 

Execute permiSSion. 
2. 	 The login modules in the production site, corresponding to the test site 

http:// rrrlf . nie. in / TourDetails/ Login. aspx and http: // rrrlf. nie. in / Security / Login.aspx, are to 
be deployed over SSL. 

3. 	 Hardening / proper secured configuration of the Web Server and Operating System need to 
be done in the production environment where the application wil l be hosted. Vulnerability 
assessment of the critical servers and perimeter devices should be done at regular intervals. 

Conclusion: 
The Web Application is free from OWASP-Top 10 2013, except the issue related to Sensi tive 
Data Exposure (A6). The issues should be taken care of in the production environment using 
SSL for the folders holding authentication modules. 
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51. 
No 

We b Applicatio 
Vulnerabilities 

Observat ion Re marks 

Al In jection No issues -­
A2 Broken Authentication and 

Session Management 
No issues -­

A3 Cross-si te Sc ri pt ing No issues -­
A4 Insecure Direct Object Reference No issues -­
AS Security Misconfiguration No issues -­
A6 Sensitive Data Exposure User credentials from the 

login page are transferred 
to the server over an 
unencrypted connection. 

Login parameters 
should be transmitted 
over encrypted channel 
(Recommendation-2) . 

A7 Missing Function Level Access 
Control 

No issues -­

A8 Cross -site Request Forgery No issues -­

A9 Using Components with Known 
Vulnerabilities 

No issues -­

Al0 Unvalidated Redirects and 
Forwards 

No issues -­
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